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1. O6mmne moJiokeHns
1.1. Hacroswaa IMonuruka AO «Kepmer» B 06nacTu o6paboTky M 3alLUTBl NEPCOHANBHBIX JaHHBIX
(nanee — TlonwuTuka) ompenenseT OCHOBHbIE LIETH, NMPHHIMIBI B YCIOBHSA 0OpabOTKM MEepCOHANBHBIX
nanseix B AO «Kepmer» (mamee — OOIecTBO), a Takke Mepbl 10 obecrneuenmio Oe€30MacHOCTH
[epCOHABHBIX aHHBIX B O0uecTse.
1.2. Hacrosmas IlonuTika paspaboTaHa B COOTBETCTBMHU ¢ TpeboBaHmAMH DenepanbHOro 3akoHa OT
27.07.2006 Ne 152-03 «O mepcoHaNbHBIX JaHHBIX» (#anee — 3aKOH), WHBIX (e/lepallbHbIX 3aKOHOB,
PeryJMpyIOmnX BONpockl 0OpabOTKH MEPCOHANBHBIX AAHHBIX, & TAKXKE NPHHATBIX BO MX HCIIOJIHEHHE
MOA3aKOHHBIX HOPMATUBHBIX IPABOBBIX AKTOB.
1.3. TMonuthka HampaBieHa Ha oGecrievyeHHe NIpaB ¥ CBOOOJ 4eNloBeKa M IpaKaaHHHa NpH oOpaboTke
O61ecTBOM €ro MepcoOHaANIbHBIX MaHHBIX, B TOM YHCN€ 3alllUThl NIPAaB Ha HEIPHKOCHOBEHHOCTH YaCTHOM
KU3HH, JIMYHYIO M CeMeHWHyl0 TaHy B  COOTBETCTBHH C  TpeOOBaHMAMH AEHCTBYOMUX
HOPMATHBHBIX [IPABOBBIX AKTOB.
1.4. Tlonutuka obs3arenpHa A8 HCHONHEHUS BceMH paboTHukamu OOIecTBa, YYacTBYFOHUIMMH B
npouecce 06paboTKH MEPCOHANBHEIX JaHHBIX.
1.5. Tepmumnbi, onpeneseHns 4 COKPALICHU
B nactoseii [Tonutike npuMeHeHBl TEPMUHBI ¢ COOTBETCTBYIOLIMMU OIIPENEICHUAMHU:
1.5.1. ABTomMaTH3HpoBaHHasi 00paGoTKa mNepPcOHAJbHBIX JAaHHBIX: 06paboTKa NEpCOHAIBLHBIX
JAHHBIX C MTOMOLIBIO CPEIACTB BEIYUCIUTEIBHON TEXHUKH.
1.5.2. BaomerpHaieckue HepCoHAbHBIE JaHHBIE: CBENCHUS, KOTOpEBIE XapaKTepU3yIOT
¢u3nosIoruyeckie . OMoNIOrMIeckHe OCOOEHHOCTH  YeNOBeKa, HA ~ OCHOBAHWM KOTOPBIX ~ MOXHO
YCTAHOBHTB €r0 JTMYHOCTb.
1.5.3. B/ioKHpoBaHHEe MEPCOHABHBIX JAHHBIX: BpEMEHHOE MpeKpalieHue oOpaboTKH MepCOHAIBHBIX
JaHHBIX (32 HCKIIIOYEHHEM ciTydaeB, ecnd obpaborka HeoOxoamma s YTOYHEHHMS MEepCOHANBHBIX
JaHHBIX).
1.5.4. AadopManHoHHAA CHCTEMA NEPCOHAJLHBIX AAHHBIX: COBOKYMHOCTh MEPCOHANBHBIX AaHHbIX,
cogepkalipxcsa B 6a3ax JaHHBIX, U o0ecneynBarouX HX 00paboTKy WHPOPMALHOHHBIX TEXHOJIOTHH H
TEXHHUYECKHX CPEICTB.
1.5.5. KondunenunansHocTh NEPCOHANBHBIX JaHHbIX: OOs3arensHoe mia Omeparopa M WHBIX JIHL,
NONYYHBIUMX OOCTYN K MEPCOHANILHBIM JaHHBIM, TPeOOBaHHE HE  MepesaBaTh TPETbUM  JIHLAM
nepcoHalibHble AaHHBIe Oe3 cornacha cyOBekTa IEepCOHANBHBIX MAaHHBIX MM HHOTO 3aKOHHOIO
OCHOBaHHA.
1.5.6. O6ezmnunBanie NepCOHAJNLHBLIX JAHHDBIX: ICHCTBUA, B PE3yJIbTAaTe KOTOPBIX CTAHOBHUTCH
HEBO3MOXHBIM 0€3 HCIONB30BaHUA IOOTOJHHTENbHOH HH(pOpMaLMK OIpenenTh INpHHAUIEKHOCTD
NePCOHANTBHBIX JAHHBIX KOHKPETHOMY CyOBEKTY MePCOHATBHBIX JaHHbBIX.
1.5.7. O6paGoTka nepcoHAJILHBIX JaHHBIX: TI000€ AeficTBue (omepalys) ViTH COBOKYITHOCTh NeHCTBHIA
(omepauuii), coBepiIaeMbIX ¢ HCIIONB30BAHHEM CPEeICTB aBTOMAaTHU3allUHd MM 0e3 HMCIOJB30BaHUS TaKHX
CPEICTB ¢ MEePCOHANBHBIMH TAHHBIMH, BKJIIOUas c60p, 3aIKch, CHCTEMAaTH3ALMIO, HAKOIIIEHHE, XPaHEHHE,
yrouHende (OOHOBNEHHE, W3MEHEHHE), W3BJIEYCHUE, MCMONbL30BaHUE, Nepenady (paclpocTpaHeHHe,
IpeJOCTaBlIeHHe, NOCTyI), obe3nHuyuBaHMe, OJOKHpOBaHHE, yAaJieHHe, YHUYTOXKEHHE MepCOHAIBHBIX
JAaHHBIX.
1.5.8. Ilepconaabupie  AaHHBbIE: M00ad HHPOpMALKA, OTHOCAINAACA K  IPAMO WM  KOCBEHHO

OIpe/ieJIeHHOMY WITH oIlpefensieMoMy GbH3HYecKoMY JIHILy (CyOBeKTy NepCOHaANbHBIX JaHHBIX).



1.5.9. IIpenocrab.ienne NepCOHAILHBIX AAHHBIX: IEHACTBUA, HarpaB/ICHHBIE Ha
PACKpBITHE TIEPCOHATIBHBIX JAHHBIX ONPEAETEHHOMY JIMILY WM OIPe/IeICHHOMY KPYTY JIMLL.

1.5.10. PacnpocTpanenne NePCOHANLHBIX JAaHHBbIX: ICHCTBHA, HaTipaBJICHHBIE HA
packpbITHe TepCOHANBHBIX JaHHBIX HEOTIPEIEIIEHHOMY KpPYTY JIHLL.

1.5.11. CoepuajibHble KATETOPHH NEPCOHANbLHBIX JAHHBIX: IEPCOHAIbHBIE NAHHbIE, Kacarommnecs
pacoBoit, HalMORAILHOW  NPHHAUIOKHOCTH,  TNONHTHYECKMX  B3MVSIIOB,  PEIMIUO3HBIX K
dunocodhekux yoexmIeHHH, COCTOAHHS 300POBbs, HHTUMHOM JKH3HH.

1.5.12. CTpykTypHOe moapasjeienne: noapasienenue OOWIeCTBa, ABNAOLWIEECS —MCMOTHUTENEM
OTHeNBHBIX MpOLIECCOB, (yHKUMM, paboT, ydacTByiollee B XO3sicTBeHHOH nesTenpHocTH O6Liectsa,
HO He UMelolllee XO3AMCTBEHHOM CaMOCTOATENIbHOCTH B paMkax OO1ecTsa.

1.5.13. Cy6bekT mepcoHANBLHBIX JAHHBIX: QU3MYECKOE JIMLO, MEPCOHAIBHBIE HdaHHBIE KOTOPOTO
oOpabaTpiBaroTcst OGILECTBOM B COOTBETCTBHH C TTOJIOKEHHAMH NEHCTBYIOIIMX HOPMATHUBHBIX NTPAaBOBBIX
axToB Poccwuiickoii @efepaunn ¥ BHyTPeHHHX J0KyMeHTOB O6IuecTBa.

1.5.14. TpancrpannyHasi mepeJaya NepPCOHABLHBIX JAHHBIX: Ilepefaya IepCOHAIbHBIX JaHHBIX Ha
TEPPUTOPHIO HHOCTPAHHOIO TOCYNapCTBa OpraHy BJACTH MHOCTPAHHOI'O roCyAapeTBa, WHOCTPAHHOMY
¢dH3MYeCKOMY HIH IOPHIHYECKOMY JIHILY.

1.5.15. YHH4YTOKEHHE OepPCOHANbHBIX [JAHHBIX: JEHCTBUA, B PE3y/IbTaTe KOTOPHIX  CTAHOBUTCA
HEBO3MOXHBIM BOCCTAHOBHTH COJEPXKAHHE MEPCOHAIBHBIX [AaHHBIX B MH(MOPMALMOHHOM CHCTEME
NepPCOHATbHBIX HaHHBIX W (MIM) B pe3yJibTaTe KOTOPBIX YHHUTOXKAIOTCS MaTepHalibHble HOCHUTENN
NEePCOHATLHBIX JaHHBIX.

1.6. B nactosueii [Tonurike npuMeHeHbl CIEAYIOIINE COKPAIEHHA:
3aKkoH ®enepanbHbiii 3ak0H «O 1IE€PCOHANBHBIX AAHHBIX)

Oowecteo AO «Kepmer»

Moautuka [Momuraka AO «Kepmer» B o6nacti 06paboTKH U 3aLMThl IEPCOHANIBHBIX JaHHBIX

1.7. IlpaBa cyObeKTOB ITI€pCOHANBHBIX JaHHBIX

1.7.1.Cy0BeKT NEepCOHANBHBIX NAHHBIX HMEeT MPaBO HAa IOJy4YeHHe cBefeHuH o6 obpaboTke ero
nepcoHanbHbIX JaHHBIX OOIEeCTBOM.

1.7.2.Cy6peKT nepcOHATBHBIX AaHHBIX BIIpaBe TpeboBath 0T OOLiecTBa yTOYHEHUS 3THX TePCOHATBHBIX
OaHHBIX, X  OJOKMPOBAHWA WM  YHHYTOXKEHWA B CJIy4ae, €CJIH  OHHM  SBIAIOTCH  HETIOJHBIMH,
yCTapeBIUMMH, HETOYHBIMH, HE3AKOHHO IMOJYYEHHBIMH HJI HE MOTYT OBITh IPH3HaHbI HEOOXOIHUMBIMH
s 3asBiieHHOM el o0paloTKy, a Taloke IPUHHMAaTh [pPEegyCMOTpEHHBIE 3aKOHOM Mephl TIo
3al{{Te CBOHX TPaB.

1.7.3.1lpaBo cyOBeKTa MEPCOHATLHBIX NAHHBIX HA HOCTYN K €r0 NePCOHAbHBIM AaHHBIM MOXET ObITh
OrpaHMYeHO B COOTBETCTBHH ¢ (hefiepallbHBIMH 3aKOHAMH, B TOM YMCIle, €ClH JOCTyn cyObekTa
NIepCOHANBHBIX NAHHBIX K €r0 NepCOHATPHBIM JaHHBIM HApyLIAeT NPaBa ¥ 3aKOHHBIE HHTEPECH! TPETbUX
UL,

1.7.4.]1n% peanuzauuy ¥ 3alIHTHI CBOMX NPaB U 3aKOHHBIX HHTEPecOB CYOBEKT NepCOHATBHBIX NaHHBIX
umeeT mpaBo obpartursca k ObuectBy. O6mectBo paccMaTpuBaeT JroOble OOpalleHHs W KanoObl CO

CTOPOHBI CYOBEKTOB ~ MEPCOHAIBHBIX  JAaHHBIX, TUIATENBHO paccienyerT GakThl  HapyMmeHHH H



OpHHAMAET BCe HeoOXOOuMble Mepbl U1 HX HEMEIJICHHOIO YCTPaHeHHS, HaKasaHWs BMHOBHBIX JIHIL H
yperyJMpoBaHHs CIOPHBIX W KOHGIMKTHBIX CHTYaIMH B 10CYA€0OHOM MOPSAAKE.

1.7.5.Cy6BeKT nepcoHasbHbIX JaHHBIX BIpaBe obxanoBaTh qeHcTBHA wiH Oe3nelictere O6mecTsa ImyTeM
obpaliieHUs B YIIOJIHOMOYEHHBIH OpraH Mo 3allliTe MpaB CyObeKTOB NIEPCOHAILHBIX JaHHbIX.
1.7.6.CyOBeKkT nepcoOHaJIbHBIX DaHHBIX MMeEET MPaBO HAa 3alllUTy CBOMX NpPaB M 3aKOHHBIX MHTEPECOB, B

TOM 4YHCJIe Ha BO3MEIEHHE YOBITKOB W/HITM KOMIIEHCALMIO MOPATIbHOTO Bpeia B Cye0HOM MOpSAAKe.

2. Iesn c60pa nepcoHANbHBIX AAHHBIX, OCHOBHBbIE NPHHNHOBI 06paboTKH, NepeJaYH H
XpaHeHHH MepCOHAJbHBIX JaHHBIX.

2.1.06mecTBO 06pabaThiBaeT NepcoHaANbHbIE JaHHbIE B CIEAYIOIINX LIEJIAX:

en0a60p pabOTHHKOB;

#BelleHHe KaZlpOBOro yuera pabOTHHKOB;

®BeIeHHE CTIPABOYHHKOB;

#0CYIECTBIIEHHE B3AHMOPACYETOB;

®0OpraHM3aLus U MoAAepIKaHue [POITyCKHOr0 U BHYTPHOOBEKTOBOIO PEKHUMOB;

®0¢opMIIEHHE TOBEPEHHOCTEH;

@ 33K TI0YEHHE JOTOBOPOB (COIJIalleHHi, KOHTPAKTOB U T. I1.) ¥ UCIOJIHEHHE 00A3aTeNIbCTB 110 HUM,
BKTIOYas JOTOBOPbI, CTOPOHOM B KOTOPBIX JTIHOO BHIrOAONPHOOpETaTeIeM WK IIOPYYUTEIIEM 110 KOTOPBIM
BBHICTYTIaeT CyObEKT NepCOHATBHBIX NaHHBIX, JOMOBOPBI, 3aK/IIOYEHHBIE 110 HHULIHATHBE CYOBEeKTa
NEPCOHATHHBIX JaHHBIX;

€ 0CVIIECTBICEHHE U BBITOTHEHHE BO3JIOXKEHHBIX 3akOHOmaTescTROM Poccutickoii ®@enepaunu, B

TOM YHCII€ TPYAOBBIM 3aKOHOAATENILCTEBOM, Ha O0mecTBo QYHKUKH U 003aHHOCTEL;

®3aIIMTa XKU3HH, 3A0POBBS WIH HHBIX )KMU3HEHHO BXHBIX HHTEPECOB CyOBEKTa IIepCOHATBHBIX JaHHBIX,
€C.IH NOy4YeHHE coracus cy0beKTa NepcOHaIbHBIX JaHHBIX HEBO3MOXKHO;

#1peocTaBNeHHe TOKYMEHTOB B PaMKaX NporpaMM WIeHTH()HUKAIIMHA KOHTPAreHTOB B COOTBETCTBHH C
TpeOOBaHHAMY 3aKOHOAATELCTBA O TIPOTUBOCHCTBUH JIeTrATH3aUHH (OTMBIBAHHIO) IOXOMIOB,
TOJYYEHHBIX MPECTYIHBIM ITyTeM, U GHHAHCUPOBAHHUIO TEPPOPHU3MA;

$OCYIIECTBIICHHE MPaB U 3aKOHHBIX HHTEpecoB OOIIEeCTBa HIIH TPETHHX JIULY JIHOO JOCTHKECHHE
0011eCTBEHHO 3HAaYMMBIX LieJIei IIPH YCIOBUH, YTO TIPH 3TOM He HapyIIAroTCs TpaBa M CBOOOIBI CyObeKTa
NEepPCOHATBHBIX NaHHBIX,

a TaloKe B MHBIX HE MPOTHBOPEYAINHMX 3aKOHY LETAX.

2.2. OcHoBHble NPHHIHIBI 06pab0TKH, NepesavH H XpaHEeHHS NePCOHANBHBIX JAHHBIX

2.2.1. O6paboTka MepCOHaNbHBIX AaHHBIX B OOLUeCTBE OCYIUECTBIAETCA C YYETOM HEOGXOAUMOCTH
obecrieyeHus 3alMThl MpaB M cBoOon paboTHukoB OOimiecTBa H APYTHX CYOBEKTOB MEPCOHAIBHBIX
JaHHBIX, B TOM YHCII€ 3aLIMTHl [PaBa Ha HEMPHKOCHOBEHHOCTh YACTHOHM >KH3HH, JIMUHYIO H CEMEHHYo
TalHy, Ha OCHOBE CIIe{YIOIUX PHUHIHUIIOB!

- o0paboTka mnepcoHaNBHBIX MAHHBIX ocymlecTBagercs B OOlUECTBE Ha 3aKOHHOW U CIPAaBEIIUBOM
OCHOBE;



- o0paboTka IepCOHANBHBIX J[JAHHBIX OrPAHWYMBAETCA JOCTIDKEHHMEM KOHKPETHBIX, 3apaHee
OTpeIeIeHHBIX ¥ 3aKOHHBIX LieNeH;

- He joIyckaeTcs 00paboTKa MepCOHANBHBIX JaHHBIX, HECOBMECTHMAs C LENAMH cOOpa IEpCOHANBHBIX
AaHHBIX;

- He JomyckaeTca oOberHeHHe 0a3 JaHHBIX, COAEPKAIIUX NePCOHAIbHbIE JaHHbIe, 00paboTka KOTOPBIX
OCYULIECTBJISETCS B LIEIX, HECOBMECTHMBIX MEXKIY COOOMH;

- 06paboTke nomwIeKaT TOIBKO IEPCOHANBHbIE z(aHHble; KOTOpBIe OTBEHAIOT LIeTIsIM HX 00paboTKy;

- cogepskaHre U 00beM 00pabaThiBaeMbBIX NEPCOHAILHBIX AAHHBIX COOTBETCTBYET 3asBJICHHBIM LEJAM
obpaborky. He momyckaercs H30BITOYHOCTh 0OpabaThIBAEMBIX NEPCOHAIBHBIX JAHHBIX IO OTHOLIEHHIO
K 3asBJIEHHBIM LIeJIIM WX 00paboTky;

- mpH 00paboTKe NEepCcOHAJbHBIX HaHHBIX OOECHeYMBAIOTCS TOYHOCTh IIE€PCOHAIBHBIX MaHHBIX,
MX JOCTATOYHOCTh, a B HEOOXOMMMBIX CIydasX H aKTyaJbHOCTh MO OTHOLIEHMIO K LeTAM o6paboTku
MepCOHaTbHBIX JAaHHBIX. OOINecTBO TNpUHHMaKTCH HeobXommmble Mepbl JMOo obecnednBaeTcs
HX MIPUHATHE TIO YAAIEHHIO WK YTOYHEHHIO HEMOJIHBIX WK HETOYHbIX NEPCOHANBHBIX JAaHHBIX;

- XpaHEeHHE MEePCOHANBHBIX AAHHBIX OCYLIECTBIIAETCA B (hOpMe, MO3BOJSIOIIEH ONpeNeNHTh CyOBeKTa
NepcoOHATbHBIX NAHHBIX, HE JOJbLIe, YeM TOro TpebyIoT ey o6paboTKH NepCOHANBHBIX JaHHBIX, €CIH
CPOK XpaHEHHMS MEePCOHANTbHBIX JAaHHBIX HE YCTAHOBJIEH (eepaibHbIM 3aKOHOM, [JOTOBOPOM, CTOPOHOM
KOTOPOro, BHITOAOMPHOOpETaTeNeM WM TNOPYUHTENEM IO KOTOPOMY SIBIISETCS CyOBEKT IMepCOHANbHBIX
JaHHBIX;

- oOpabarhiBacMBle IEPCOHANBHBIE JAHHBIE YHUUTOXKAIOTCA MO0 OOE3THUMBAIOTCA IO NOCTHKEHHH
ueled o0pabOTKM WIM B CiIyyae yTpaThl HEOOXOAMMOCTH B JOCTIDKCHHM 3TUX UEJeH, eCiid HHOoe
He MpeIyCMOTPEHO deaepanbHbIM 3aKOHOM.

- OOmecTBO MOXET OCYLIECTBIIATh 00paboTKy OHMOMETpHYECKHX MEpPCOHATBHBIX AAHHBIX TONBKO IPH
HATHYHH COIJIacHs B MUCbMEHHOH (popme cyOheKTa NepcoHaNbHBIX JaHHBIX;

- ObmecTBO He BBINIOIHAET 00paboOTKy celHAIbHBIX KaTeropui MepCOHANBHBIX JAHHBIX, KacaroIIUXCS
PacoBOH, HAIIMOHAIBLHON NMPHHAIJIEXHOCTH, MMOJIUTHYECKUX B3IVIAOB, PEUTHO3HAIX WIH QUIOCODCKHX
vOeXIEeHHH, COCTOSHHS 310pOBbS, HMHTHMHOHM JKM3HH, 332 MCKIIIOUYEHHEM CITy4yaeB, YCTAHOBIEHHBIX
3aKOHOAATeJIbCTBOM;

- O6u1ecTBO HE OCYLLECTB/ISET TPAaHCTPAHUYHYIO Iepe/lauy MepCOHANbHbBIX NaHHBIX;

- OO6uwectBo ocymectBiser 00pabOTKy TEpPCOHAIBHBIX JAHHBIX C  HCIOJB30BAHMEM CPEACTB

aBTOMaTH3alMU H 6e3 HCIIOIb30BaHUA CPEACTB aBTOMATH3ALIUH,
3.IIpaBoBbie OCHOBAHHS 00pa0OTKH MepCOHAJBbHBIX JAHHBIX
IIpu paspabotke ITonuTHKH OBLUTH HCTIOMB30BAHBI CIIEAYIONIME HOPMATHBHBIE JTOKYMEHTHI:

Koncrurynus Poccutickoit ®enepanun

®enepanbHbiif 3ak0H OT 30.12.2001 Ne .
197.3 Tpynosoii konexc Poccuiickoit Meneparium

®enepaneHbib 3akoH 0T 30.12.2001 Ne Koneke Poccuiickoii ®enepauvu 06

195-03 aJIMMHHACTPATUBHBIX IIPABOHAPYIICHUIX

DenepanbHbii 3akoH 0T 13.06.1996 Ne  Yronosuslit koneke Poccuiickoit ®enepauyu



63-03

®enepanbHbli 3aKk0H 0T 27.07.2006 Ne «O6 urbOpMAaLKH, HHPOPMALMOHHBIX TEXHONOTUAX H O
149-®3 3aluTe HHGOpMaLHm»

®enepanbuslii 3akoH oT 27.07.2006 Ne
«O nepcoHabHBIX AaHHBIX)

152-@3

[Noctanoenenne [IpaBurenscrpa «O6 yreepxuenun [Tonoxenus 06 ocobeHHOCTAX 00paboTKH
Poccwuitckoit denepauuu ot TIEPCOHABHBIX AaHHBIX, OCYIIECTBIIEMOH O€3 HCIIOIB30BAHMA
15.09.2008 Ne 687 CpPEACTB aBTOMaTHU3alIHW»

Ioctanosneunne IlpaBuTenscTsa .

. «O ®enepanbHOil ciryxbe 1Mo HaI30py B cepe CBA3M,
Poccuiickoii ®eaepanyy oT . .
UHGOPMALMOHHBIX TEXHOJIOTHH U MaCCOBBIX KOMMYHHKALIHH»

16.03.2009 Ne 228

[Mocranoenenue IIpasurennersa «O6 yTBepkaennH TpeOOBaHUH K 3aIlIUTE NEPCOHAILHBIX
Poccuitckoit Qenepauuy ot AaHHBIX TpH X 00paboTke B MHOOPMALMOHHBIX CHCTEMAX
01.11.2012 N2 1119 TePCOHATLHBIX JAHHBIX»

IMpuka3s ®enepanbHoi ciryKObI 110 «O0 yTBEp)KIEHHH COCTaBa M COAESPIKAHHUA OPTaHH3ALHOHHBIX H
TeXHHYECKOMY H TeXHHYECKHX Mep M0 obecriedeHHIo 6e30MaCHOCTH
IKCTNIOPTHOMY KOHTPOJIO OT [IepCOHATbHBIX JaHHbBIX IPH UX 06paboTke B

18.02.2013 Ne 21 HHGOPMAUMOHHEIX CHCTEMAaX MEPCOHATBHBIX JTAHHBIX)»

VYTBepiieHa 3aMecTUTEIEM
. MeTonnKka onpeaeneHns akTyalnbHbIX Yrpo3 6e3omacHocTy
Jdupextopa ®enepansHoit ciyx6bi 10

TIepCOHANBHBIX HaHHBIX pU HX 06paboTke B
TEXHHYECKOMY H

HHGOPMALIHOHHBIX CHCTEMAX MEPCOHAJIBHBIX JAHHBIX
3KkcnopTHoMy KonTpomo 14.02.2008

Pemenwue obiiero codpanus
axiMoHepoe ot 21.04.2017 r.

Mpuxas ot 09.06.2017
Ne 14

Ycras AO «Kepmer»

[TosoxeHKe 0 HEPCOHANBHEIX JaHHBIX PaOOTHHKOB
AO «Kepmer"

4. O6beM B KaTeropnu o6pabdarsIBaeMbiX HEPCOHAILHBIX I2AHHBIX, KATETOPHH CYObLEKTOB
NepPCOHAJLHBIX JaHHBIX

4.1. Coxepxanue 4 o6beM oOpabaTbiBaeMbIX MNEePCOHANBHBIX JAaHHBIX [OJLKHBI COOTBETCTBOBATDH
3agBIeHHBIM LessM  obpabotkd. O6pabarpiBaeMble MepCOHaNbHBIE NAaHHBIE HE MODKHBI OBITh
H30BITOYHBIMH T10 OTHOIIEHHIO K 3asBJIECHHBIM LENIAM X 00paboTKH.
4.2, CvObeKTaMy, nepcoHalbHble JaHHBIE KOTOpbIX oOpabareiBatoTcsi B O6LIecTBE ¢ HCIIONB3OBAHHEM
CpeICTB aBTOMATH3ALIHH MK 0€3 HCTIOIb30BAHMS TAKOBBIX, ABIISIOTCA:
- KaHIMaaTei Ha paboty B O6wiecTae;
- pabotuuku O6miecTBa U WieHbl UX ceMel (Cynpyry ¥ 6J1M3KHe PONCTBEHHHKH);
- JIMLIA, HMEBLUHE paHee TpyaoBble oTHoeHHs ¢ ObmecTBOM;
- ML, MMEMOIIHe TIPaKIaHCKO-NIPaBOBOHM XapaKkTep JOTOBOPHBIX OTHowieHMH ¢ OOIIeCTBOM, WM
HaXoJsLIxecs Ha dTare NPeLIOrOBOPHBIX HIIH BbINOIHEHHBIX OTHOIIEHHH NOJOOHOTO XapaKTepa;
- JTHUA. IPOXOIALIHE PA3IMMHOrO pola MPAaKTHKY (CTOKUPOBKY) B Ob1ecTse;
- akuroHepsl OdL1ecTBa;



—————

- koHtparentsi  OOmecTsa,  NPEACTAaBJIEHHBIE  HWHIMBHOYaJIbHBIMH  NpPEANPHHAMATENAMH,
HX PaGOTHHKAMH; YYPSAHTENSIMH, DPYKOBOIMTEIAMH, TNpPEACTABHTENAMH (JIMLAMH, JEHCTBYIOLMMH
Ha OCHOBaHMM HOBEPEHHOCTeH) U pabOTHHKAMH IOPHAMYECKHX JIMIL, HMMEIOWMX WIH HMEBLINX
J0roBOpHbIe OTHOIEHM ¢ OBLIECTBOM, THO0 XKENAIOWHX 3aKTIOYHTE A0roBOpEI ¢ O6LIECTBOM;

- nocerureny O6iilecTBa;

- HHbI€ JMIa, 06paboTKa MepcoHalbHBIX JAHHBIX KOTOPBIX Heobxoanma OOImecTBy i OCYyLUeCTBICHHA
ueleil, yKasaHHbIX B paszene 2 Hactosuieh [oMuTuky.

4.3. B OGuiectBe 06pabaThIBalOTCA CISAYOMIME KATETOPHH NePCOHATBHBIX AaHHBIX!

- nepcoHanbHbie AaHHbIE O0IUel KaTeropuu (HHbiE MEPCOHANbHBIE JaHHBIE), KOTOPLIE HE MOTYT ObITH
OTHECEHBI K CIIENHATbHBIM KATErOpHSIM TMEePCOHATBHBIX AAHHBIX, K OHOMETPHUYECKHM II€PCOHATBHBIM
JaHHBIM HITH K 00IIEeNOCTYITHBIM [IePCOHANBHBIM JaHHbIM;

- OHOMETPHUYECKHE [IEPCOHAIBHBIE aHHBIE,

- 00LIeJOCTYTIHbIE [IEPCOHANBHBIE JaHHBIE.
5. Hopsaok u ycaoBus o0paGoTKn MepCOHANBHBIX JaHHBIX

5.1. O6paboTka MepcoHanbHBIX JaHHpX B OOLIECTBE OCYIIECTBIAETCS ¢ corjacus cyOmexra
NEPCOHATLHBIX JAHHBIX Ha 0O6pa0oTKy ero NEpCOHAIbHBIX JAHHBIX, €CJIM HHOE HE INPeIyCMOTPEHO
3aKoHOJaTe:1bcTBOM Poccuiickoit @enepaliv B 06J1aCTH IEPCOHAIBHBIX JaHHBIX.

32, O0mectBo 6e3 cornacus cyOBEeKTa MEPCOHANBHBIX NAHHBIX HE PACKPHIBAET TPETHUM JIHLIAM H HE
PACMpPOCTPAHseT MEePCOHAIBHBIE JaHHbIE, €CIIN HHOE HE MPeyCMOTPEHO (hefepabHBIM 3aKOHOM.

3.3. Joctym k o6pabartpiBaeMbiM B OG1eCTBe MepCOHATBHBIM JAHHBIM pa3pelaeTcs TOJIbKO pabOTHHKAM
OOmecTBa, 3aHUMAIOIIUM JODKHOCTH, BKITIOUEHHBIE B [IepeueHb JODKHOCTEH, IIPH 3aMEILEHNH KOTOPBIX
ocymectriIsercs 06paboTka NepCOHaIBbHbIX AAHHBIX.

54, OOwecTB0 NpHHHMaeT Mepbl, HEOOXOIMMbie U JOCTATOYHBIE Ul OOeCleHUeHys BBIIOIHEHHS
00A3aHHOCTEH, MPEIyCMOTPEHHBIX 3aKOHOM M IIPHHSATBIMH B COOTBETCTBHHM ¢ HHM HOPMATHBHBIMH
MpaBOBLIMH aKTaMu. K nepedH:o JaHHBIX MEp OTHOCATCS!

@Ha3HayeHHWe JIKLA, OTBETCTBEHHOTO 32 OPraHM3aLHi0 06paboTKH NePCOHATIBHBIX JAHHBIX;

@ IPHHATHE JTOKATHHBIX aKTOB MO BONpocaM 06pabOTKU NEPCOHANBHBIX AAHHBIX, & TAKKE JIOKaIbHBIX
aKTOB, YCTaHABJIMBAIOLIMX MIPOLIEAYphl, HallpaBJIeHHbIe Ha NpeJoTBpallieHHe H BBIABICHHE HapyIUeHHH
3aKoHoaTenscTBa Poccuiickoli @enepanuy, yCTpaHeHHE MOCIEACTBUM TAKMX HAPYILICHHM,

@ [IpHMEHEHHE NPABOBBIX, OPraHM3aUHOHHBIX U TEXHHWYECKHX Mep 10 00ecreueHHIO 0€30M1aCHOCTH
NEePCOHATHHBIX JaHHBIX B COOTBETCTRUH C M. 5.4 Hactoswe#t Homutuky;

©OCVIIECTB/IEHHE BHYTPEHHEr0 KOHTPOJIA W/W/IH ayJuTa COOTBETCTBUA 00paboTKH MepCoOHATbHBIX
JaHHbIX 3aKOHY U PUHATHIM B COOTBETCTBUM C HUM HOPMATHBHBIM IIPABOBBIM aKTaM, TPeOOBaHUAM K
3aI0MTe nepconahLme JAaHHBIX, JJOKAJIbHBIM aKTaM;

®o3HaKOMIIeHHe paboTHUKOB OOLIeCTBa, HEMOCPEACTREHHO OCYIECTRIAIOMUX 00paboTKy
MEePCOHATBHBIX JAHHBLIX, C [10J0KEHHAMH 3aKoHoAaTenbcTBa Poccuiickoit denepaunu o
NepcoHaIbHBIX JaHHBIX, B TOM HHcIe ¢ TpeOOBaHUAMH K 3allUTe NePCOHATbHBIX JAHHBIX, JOKATEHBIMH

aKTaMH B OTHOIIEHHH 00paboTKH NEePCOHAILHBIX JAHHBIX W/HIH 00ydeHHe yKa3aHHBIX COTPYIHHKOB.



5.4. O6mecTtBo mpu 06paboTKe MEpPCOHATBHBIX AAHHBIX NPUHHMAaeT BCE HEOOXOMMMBIE MpPaBOBbIE,
OPraHM3alMOHHEIE M TEXHUYECKHE MEePh! T X 3aLIUTHl OT HENPABOMEPHOTO WIH CITy4aHHOTO JOCTyNa,
VHHUTOXKEHHA, HW3MEHEHHs, OJIOKHPOBAHHUS, KOIMHUPOBAHUA, MNPENOCTABIEHHS, PACIPOCTPaHEeHHS, a
TaloKe OT  WMHBIX HEMPaBOMEPHBIX  [EWCTBHA B OTHOIIeHWH HMX. OOecnedenue  6e30mMacHOCTH

IePCOHANBHBIX JaHHBIX JOCTUTAeTCs, B YACTHOCTH, CIIENYIOIHMMH c1ocobamu:

®onpeielieHHEM Yrpo3 Ge30MaCHOCTH NepCOHATBHBIX JaHHBIX NPH X 00paboTke B

HHGPOPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHbIX;

® NPHMEHEHHEM OPTaHU3alMOHHBIX M TEXHUYECKHUX Mep 110 obecledeHUI0 0€30MaCHOCTH NEPCOHATBHBIX
JaHHBIX [pH uX 00paboTKe B HHGOPMAIMOHHBIX CHCTEMAX II€PCOHAIbHBIX AaHHBIX, HEOOXOAUMBIX /IS
BHITIO.THEHHst TPEOOBAHHUH K 3alllUTe IEPCOHATIBHBIX JaHHBIX;

@ 0oLeHKOM 3 PEeKTHBHOCTH MPUHUMAaEMBIX Mep 10 ofecreueHHI0 6e30MacHOCTH NepCOHATBHBIX
JaHHBIX 10 BBO/IA B 3KCTUTYaTALlHIO HHQOPMAITMOHHON CHCTEMbl IEPCOHATBHBIX AaHHBIX;

©)\9€TOM MALUAHHBIX HOCUTENEH MePCOHATBHBIX TaHHBIX;

®BHABIEHHEM (DaKTOB HECAHKLIMOHHPOBAHHOTO A0OCTYIA K [IEPCOHAIBHBIM AAHHBIM H

OPHHATHEM COOTBETCTBYIOLIUX MEP;

9 BOCCTAaHOBIIEHHEM NEPCOHANBHBIX AaHHBIX, MOAHGHLIUPOBAHHBIX HIIM YHHYTOXEHHBIX BCJIEACTBHE
BEeCaHKLIMOHHPOBAaHHOTO JOCTYTIA K HUM;

©\CTaHOBIEHHEM PaBHJI JOCTYIIA K EPCOHAIBHBIM JaHHBIM, 00pabaThIBaEMbIM B

HBGOPMALTHOHHOM CHCTEME TIEPCOHAIBHBIX JaHHBIX, 4 TAKXKe 00EeCNeYeHUEM PETUCTPALMH M y4€eTa BCex
JEACTBHI, COBEpIIACMBIX C IEPCOHATBHBIMU JaHHBIMH B HH(OPMaLIMOHHOH CHCTEME IIepCOHATBHBIX
JaHHBIX;

@®KOHTPOIEM Hajl IPHHHAMAEMBIMKA MEPAMH 110 00ECTIEYeHUIO 6€30MacCHOCTH NEPCOHANIBHBIX AAHHBIX H

VPOBHEM 3alIMIICHHOCTH I/IHq)OpMaLlI/IOHHLIX CHUCTEM [ICPCOHAIIbHBIX JaHHBIX.

6. AKTyan3anus, HCIIpaB/IeHHe, yla/leHAe H YHHYTOKeHHEe NePCOHAIBLHBIX JAHHBIX, 0TBETHI HA
3anpockl Cy0beKTOB HA JOCTYH K NePCOHAJBHBIM JaHHBIM

6.1. B cioyuae moarBepkaeHUs ¢aKTa HETOYHOCTU NMEPCOHATBHBIX AQHHBIX WIH HETNPaBOMEPHOCTH HX
00paboTKH, NepcoHaIbHBIE NaHHbIE MOQIEXKAT HX akTyannsauuu O6mecTBoM, a Hx o6paboTka KO/DKHA
OBITb PEKpaLIeHa.
6.2. [Ipu nocTiwkeHun Henel 06pabOTKH MEepPCOHANIBHBIX JaHHBIX, a Takke B CIydae OT3bIBa CyOBEKTOM
MEePCOHANTBHBIX JAaHHBIX COIVIACHS Ha WX 00paboTKy NepcOHaIbHble JaHHbIE MOMJIEKAT YHHUTOKEHHIO,
€C.IH:
- HHO€ He MpelyCMOTPEHO JOrOBOPOM, CTOPOHOH KOTOPOro, BBIrOAONpHOOpeTaTeneM WiH HopydHTeaeM
110 KOTOPOMY ABJIAETCS CyOBeKT NePCOHANbHBIX JAHHBIX;
- O6uecTBO He BMpaBe OCYWIECTBIATE 00paboTKy 6e3 cornacusi cyObeKTa MEPCOHANBHBIX AaHHBIX Ha
OCHOBaHHAX, NpeXycMoTpeHHbIX PenepanbHblM 3akoHOM "O NeEepcoOHANBHBIX AAHHBIX" WM WHBIMH
tenepaabHBIMHU 3aKOHAMM;

- HHOE€ HE TIPpEAYCMOTPECHO HHBIM COIVIAIICHHECM MEXOY OOIecTBoOM H Cy6’BCKTOM NEPCOHAJIbHBIX
JaHHBbIX.



6.3. ObwmecTBO 0043aHO COOOIIMTE CYOBEKTY NEPCOHANBHBIX [AHHBBIX HWIH €ro IMpeacTaBUTEIIO

uuopMaumio o6 ocyliecTBiIAemMOi UM 00paboTKe NepcoHaNbHBIX JaHHBIX TAKOro CyOBeKTa 1o 3ampocy
NOC1EIHErO.

7. OTBETCTBEHHOCTD
~.1.OTBETCTBEHHOCTb 38 OPraHM3alMIO i OCYUIECTBICHHE KOHTPONA  WCTOJIHEHHs  TpeOOBaHWH
HacTosmed IlOMMTHKM HeceT JMIO, OTBETCTBEHHOE 332 OpraHM3ailiio 00paboTKH MepCOHANBHBIX
JanHbIX B O0mecTse.
= 2.OTBETCTBEHHOCTD 33 CBOEBPEMEHHOE BHECEHHE M3MEHEHWH ¥ JOMONHEeHuH B HacToAmyo Ilonvruky

HECET JTHLO. OTBETCTBEHHOE 33 OpraHM3aLmio 00paboTKH epcoHaNBHEIX JaHHBIX B O0lecTse.
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